Secure Application

The solution for CALYPSO transit applications

SAM USAGE IN A TICKETING SYSTEM

The CALYPSO cards are contactless
smartcards for payment of public fransport
and other services.

The authentication and modification of the
cards are subject to the use of secret keys,
allowing the terminals to ensure the card
authenticity and forbidding an unauthorized
modification of the card content.

To remain secret, these keys are always kept
securely inside the cards or inside the SAM.

The CaLypso SAM-C1 is used as part of a
secure system including a central system,
reloading equipments, validators, and
possible other equipments:

« The central system keeps frack of the
fransactions, makes statistics and verifies
the system security and integrity. It may
use a SAM to check certificates of
fransactions.

» The reloading equipment loads value and
tickets (one-way tickets, season tickets,
etc.) into the cards. It uses a SAM or HSM
to secure the transaction with the cards.

« The validator validates entrance in (and
optionally exit from) the transit network. It
uses a SAM to secure the transaction with
the cards.

* Hand-held confrolling equipment,
personalization machines, etc., may also

use a SAM to secure the card transactions.

The SAM-C1 module manages the security of
the smart cards and tickets complying with
the CALYPsO Specification.

Its CAAD system allows the secure sharing of
the same card application by different
operators.
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SAM-CI1 supported cards and tickets
Revision 3: CD21 R3, CDS3, Tango FC R3, Java Card applets, etc.
Revision 2: CD21, Tango FC, CT4000, Citi, Timecos, etc.

Legacy: CD97, CD97-BXCD Light, CT2000, GTML, GTML2, etc.
BMS-2 (except the MONEO electronic purse).

CTS, CTM, SRT, SRIX, MF UL, etc.

Main functions
Management of the cryptographic keys.

CALYPSO cryptograms computation (according to the Calypso
Revision 1, 2 and 3 algorithms).

Specific product functions: CD21, CDS3, Tango, CD97.

Card Access Authorization Descriptor (CAAD) mechanism for
multi-applications.

Sum management and counters.

Functions to manage other SAM: ciphering of SAM data, SAM
signature verification.

Arbitrary message signature.

Triangle application management.
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TECHNICAL FEATURES

Detailed Characteristics of the SAM-C1

STANDARDS COMMUNICATION PROTOCOL OTHER FUNCTIONS
* ISO 7816-3T7=0 (PPS) * ISO/IEC 7816-3 with PPS. » 27 Event Counters and associated
+ I1SO 7816-4 « HSP protocol (Calypso fast serial mode). Ceilings.
+ 1SO 9797 MAC + Automatic protocol selection at reset. * Any work key may be disabled.
+ Calypso compliant - Explicit protocol selection with the * Possibility to verify on a central system
Change Speed command. the fransactions reported by terminals.
CRYPTOGRAPHIC FEATURES PHYSICAL CHARACTERISTICS
e Triple DES & AES » Credit card size, with a removable
. DESX & DES “mini-SIM" format (ID000).
- Variable signature size » Extended voltage range : 1.8 to 5.5 volfs.
. Up to 126 work keys - Temperatures: Storage -65°C to +60°C; sawst
Working: -25°C to +60°C. Central SAM _ “
- Transaction certificates checking Central System
- Counter Initialization Command

ciphering

Central Security Management

The SAMs are key elements of the security architecture: based on a smart card
component, they protect the secrets of the system.

However, when installed in a non physically secured environment, for example a vending
equipment, they could be stolen and misused. Therefore, the SAM-C1 includes several Transamtions SAM Caunter
mechanisms limiting the use of its keys. For example, each key can be linked to an Event Inificlization Request
Counters and associated Ceiling: every time the key is used, its Event Counter is
incremented, and once it has reached the Ceiling value, the SAM rejects any command
using this key.

The vending machine needs to connect to the Central System in order to upgrade the
ceiling value: this operation is secured with another SAM present in the Central System.

SAM Counter
Initialization Command

SAM-S1

Selling SAM
- Transaction certificates

Selling point

Example of secure transactions

CAAD Mechanism for Multi-services Application Secure Sharing

The Card Access Authorization Descriptors (CAAD) is a feature of the SAM-

[k ][ k2 | [ k3 ]secrets C1 that simplifies the management of the card security among different
Records/Counters T Enfty entities (e.g. parking, library, sport center, show booth). It allows to securely
#1 A share the same application (DF) of a card with a single set of key.
Contract #2 B
EI:))(" o #3 B The access control to the records of the card application is secured by the
| #4 A&B SAM:
il a « In static allocation, records and counters are allocated by their number to
Counters #2 B .
EFy zi AZB each entity.
#5109 None » In dynamic allocation, records and counters are allocated to each entity
according fo the values of the first bytes of the records.

In order to enforce the CAAD security, the SAM-C1 restricts the commands

SAMlentity/2 SaMlentilyl that may be used during a transaction.
[mci] [mk2] [mks]] [ Mk ] [ me2] [ mk3]
CAAD CAAD Some case studies of the CAAD system:
EF_| Record/counter EF_| Record/counter « Cities manage services available to their inhabitants, for example
x_|#1, #4 x| #2, #3, #4 B . . . .
v [#1. #4 y #2 #3.#4 Hi- swimming pools, libraries, car park, access control in schools, etc. The keys

are shared by all services of the cities, but each service is managed
independently. Thanks to the CAAD, it is possible to ensure that the data
of a given service can be modified only by the terminals of this service.
. h » Tourism Vouchers: when selling a trip, tour operators often pre-sell tickets
(© Spirtec | | Hors ot
(called vouchers) for various services, each services being operated by an

CAAD: example of static allocation mode

1 'ue Danton - 75006 Paris - FRANCE independent service provider. Thanks to the dynamic CAAD allocation, it
fel.: +33 1 40 46 36 20 fax: +33 1 40 46 36 29 . . .
email: spirfech@spirtech.com is possible to use only one key set for all tour operators and all service
web: www spirfech.com providers.
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